NOJNITUKA BUKOPUCTAHHA TA BIOMOBA BIf
BIOMNOBIOAJIbHOCTI

OHnanHoBa iHCTpyMeHTarnbHa kopnopaTtnBHa cuctema (gani - IKC) MoHiToOpuHry,
arperadii Ta ananidy iHdopmadii "X-SCIF" € nporpaMHO-TEXHIYHUM KOMIIEKCOM,
NpU3Ha4YeHnM N5 BUPILLEHHS 3aBA4aHb aBTOMaTM30BaHOro 36opy, 06pobku, CTBOPEHHS
iHTerpoBaHoOro 6aHKy AaHux Ta aHanidy pisHOMaHITHOT iHhopmaui.

MporpamHe 3abesneyeHHs cuctemn X-SCIF noctavyaeTbesa y dhopMarti «sK €» Ha
ymoBax «Soft as a Service» (ckopoyeHo SaaS), Lo 03Ha4ae nporpama, sk nocnyra.

Po3pobHMKM  MOXYTb  OHOBMOBaTUM  nporpamHe  3abesneveHHs  6e3
nonepempKeHHsa, KopucTyBadi 3000B’A3aHi  BMKOPUCTOBYBATU  aKkTyallbHy BepCito
CUCTEMN.

Yroga p[dae KoOpuCTyBayy HEBUKMIOYHE MpaBO Ha BUKOPUCTAHHA CUCTEMM;
3abopoHeHO KonitoBaTh, 3MiHOBaTK abo nowwmproBaty nporpamHe 3abeanedeHHs 6e3
NMMCbMOBOI 3roan po3pobHMKa.

BukopuctanHHa cuctemmn Mae Oytm  pgobpocoBicHMMm  6e3  HagMipHOro
HaBaHTa)XXEHHS1 Ha pecypcu.

Byab-sike ckadyBaHHA JaHUX 3 canTy 3abOpPOHEHO.
BukopucTtaHHs oTpMMaHux 4aHuX Y CTOPOHHIX cepBicax 3a60pOHEHO.
lMepenaya gocTyny Ao akayHTa TpeTiM ocobam (akayHT-LUEPUHr) 3abopoHeHa.

AOMiHicTpauia cepsicy 3anuwae 3a coboto npaBo obmexutn abo NpPUNUHUTK
OOCTYN [0 akayHTy 06e3 nonepemkeHHa Ta MNosiCHeHb Yy Oyab-skvi 4vac y pasi
MOPYLLEHHS UUX Npasu.

X-SCIF — ue ananitnyHa OSINT cuctema — iHCTPYMEHT Ans CnifbHOI poboTu
aHaniTuKkiB, npu3HadeHa Ans nowyky iHdopmauil y Bigkputux mkepenax 3MI,
couianbHMX mepexax, BebcanTtax B mepexi [HTepHeT (y Tomy uncni HdinHeT Ta [JapkHeT),
a TakKoXX CaMOCTINHOro BHECEHHS | pefaryBaHHs iHpopmaLlii KopuctyBadamm cuctemu, 3
BMICTOM, 3a SIKMN PO3pO6HUKU abo aOMiHicmpamopu cucmemMu He MOXXymb Hecmu
eidnoegidanbHocmi, koHmMpoJsiroeamu abo eudansmu iHghopmauito 8 cucmemi, Tak
SIK BOHM HE MatoTb BiAMNOBIAHWX NpaB AOCTYNy Ha BuaaneHHs abo peaaryBaHHs 3anucis,
CTBOPEHUX iHLUMMM KOPUCTYBaYaMM.

AOMiHiCTpaTOpy He MalTb AOCTYNY A0 KOHTEHTY 3anuciB B CUCTEMI, BBEOEHOro
abo BigpegaroBaHOro KopucTyBadamu, Ta He HeCyTb >XOAHOI BignosiganbHOCTI  3a
3MICT Takol iHbopmauil B CUCTEMI.

IHpopmaUinHMA  BMICT CUCTEMM CTBOPIOE CRiNbHOTA KOPUCTYBadiB; iHaKLe
Kayyn, ue ob6'egHaHHA Ha [OOOpOBINbHMX 3acagax OKPEMWUX KOPUCTYyBaudiB, LWO
npaulroTe Hag CTBOpeHHsM 3aranbHoro pecypcy OSINT iHdopmauii. CTpykTypa
NPOEKTY A03BOSISE 3MiHIOBATM MOr0 BMICT ByAb-AKOMY KOPUCTYBady, XTO Mae BignoBigHi
npasa gocTtyny.

Mavte Ha yBasi, WO HiWO 3 TOro, WO MOXHa 3HaWTM B cuctemi abo 3a
ponomoroto cuctemu, Ak OSINT-iHCTpyMeHTa, He Mae odQiuinHOro cratycy i He €
rapaHTOBaHO NMOBHOI, TOYHOK YK JOCTOBIPHOK iHPOpPMaUiEO.



AOMiHICTpaTOpM CUCTEMM HE MOXYTb rapaHTyBaTM AOCTOBIPHICTb iHGOpMaLi,
PO3MiLLLEeHOT B CUCTEMI, OCKIiflbKM cUCTemMa BigKpWTa ANA BHECKY Ta pegaryBaHHs Oyab-
SIKOro KOpucTyBaya, ii AaHi MoXyTb 6yTU HegocToBipHUMK. BmicT 6yab-akoro 3anucy B
CMCTEMi Ha MOMEHT MpPOYUTaAHHSA BXe Mir XTOCb 3 KOpUCTyBayiB 3MiHUTK abo
BigpenarysaTu.

OpHak ue He oO3Hadvae, Wo Bu He 3HamgeTe UiHHOI M TOYHOI iHpopmauil y
cuctemi. Y 6GinbwocTi BunagkiB iHopmauis, po3MmilieHa B CUCTEMI, € LISIKOM
AOCTOBIpPHOI. 3BEpHiTb yBary Ha Te, WO 6inbwicTb nogibHMX iHWKX Dxepen,
BKMtOYalOUM Taki MpOBiOHI CBITOBI nowykoBi cuctemm gk Google abo Bing, pisHi
eHumknoneaii, Ha kwrtanT Bikineaii abo HaeiTb Encyclopedia Britannica, Tex MalTb
noaibHy BigMOBY Bif, BiANOBI4aNbHOCTI.

HixTo 3 agmiHicTpaTopiB 44 KOPUCTYBa4yiB CUCTEMW HE MOXe HeCTu
BiANOBIidANbHICTL 3@  MOABY  HETOYHOI, HeOOCTOBIPHOI, HenepeBipeHOl  4u
HenigTBepAKeHOi iHdopMmalii, abo 3a BMKOPUCTAHHA Takoi iHopmauii, ska Bxe
MICTUTbCS Y CUCTEMI 4M ska Byna 3HanmgeHa y BiOKPUTUX QKepenax 3a OOMOMOro
cUCTEMN.

AOMiHiCTpaTOpM CUCTEMN HE 3a0X04YHOTb 40 NOPYLUEHHS Byab-IKUX 3aKOHIB | HE
MOXYTb HECTM BiAMNOBIOANbHOCTI 3a OyOb-siKi MOPYLWIEHHA TakuMX 3aKoHIB, SAKWwoO Bwu
nocunaTMMeTecb Ha iHopmauito OTpMMaHy 3a [OMOMOrol cuctemm abo skwo Bwu
Oyoete BUMKOPUCTOBYBaTW, BiATBOpOBaTM abo nepeBugasaTv iHoOpMaLio, ska
MICTUTbCSI B CUCTEMI.

Y 6yab-akomy pasi iHpopmauis B cuctemi nepebyBae B MOCTINHOMY MNPOLECI
OHOBIEHHA Ta pefaryBaHHs i YMMano 3anuciB MOXYTb MaTtW Ti UM iHLWI NOMUIKKA Yun
NPOCTO NOTPeBYOTh NoninWeHHA. M1 3a0Xx04yeMO KOpPUCTyBa4iB CUCTEMW donomaraTu
3 BUNpaBIiEHHSM Uux npobriem.

Cuctema He Mae MexaHiaMy aBTOMATMYHOIO PIBHOMIPHOIMO pPeLeH3yBaHHS
KOHTEHTY, i XOo4a KOpuUCTyBayi MOXYTb BUMPaBNATU MOMMUIKA, Y HUX HEMAE XOLHUX
topUaANYHMX 3060B'A3aHb Le pobuTtn.

AOMiHiCTpaTOpy He HeCyTb XOAHOI BiANOBI4aNbHOCTI 3a Te, AKy iHbopmaLito i K
KOPUCTYBayi BHOCATb B CUCTEMY | SIK BOHU BUKOPUCTOBYHOTb iHOOpMaUito, sika MICTUTBLCS
B HiN.

BHeceHHa Ta o06pobka nepcoHanbHMX QdaHWX MOBMHHA  34INCHIOBATUCH
KopucTyBayamMu BignoBigHO 40 3akoHoAaBcTBa YkpaiHu. OBOB’A30K oTpuMyBaTu 3rogy
Ha 0OpobKy nepcoHanbHUX AaHux di3nyHMX OCID, AKi NepeBipsTbCsA 3a LOMOMOroH
CUCTEMU, MOKNA4AETLCA HA KOPUCTYBaYiB CUCTEMMU.

KopucTtyBadi MatoTb po3yMmiTu, LLO Y pasi HeobxigHoCTi niaTBepauT abo notpebu
YNEeBHUTUCb, WO iHJoOpMauida, aky Bum oTpumanu 3 cuctemu, € [JOCTOBIPHOK W
NnepeBipeHO, BOHM MalTb BXWUTU BCiX HEOOXiOHMX 3axodiB Ansl UbOro i pobutn ue
CaMOCTIWNHO.

Bca  iHopmauia, dka MIiCTUTbCA B CUCTEMi HaOaeTbCA  KOpUCTyBayvam
6esonnaTtHo, iHe iCHye BMMOr 4/ [OOMOBSIEHOCTEN LWOAO TOro, SIKUM YuMHOM Bwu
3po3yMieTe 4M 3MiHIOBaTtMMeTe OTpUMaHy iHdopmadito. Y 0Oyab-akoMmy pasi npu
HeoOXigHOCTI niATBEPOXXEHHS1 [OOCTOBIPHOCTI iH(popmauii He noknaganteca ©6e3
HanexHoI NepeBipKU Hi Ha AKY iHPopMaLio 3HangeHy y CUCTEMI.


https://uk.wikipedia.org/wiki/Encyclop%C3%A6dia_Britannica
https://uk.wikipedia.org/wiki/%D0%92%D1%96%D0%BA%D1%96%D0%BF%D0%B5%D0%B4%D1%96%D1%8F:%D0%A1%D1%82%D0%B0%D1%82%D1%82%D1%96,_%D1%89%D0%BE_%D0%BD%D0%B5%D0%BE%D0%B1%D1%85%D1%96%D0%B4%D0%BD%D0%BE_%D0%BF%D0%BE%D0%BB%D1%96%D0%BF%D1%88%D0%B8%D1%82%D0%B8

Cuctema BUKOHYE iHGPOPMALINHUA NOLUYK, BUKOPUCTOBYIOYN pPECYPCU Mepexi
IHTepHeT, y Tomy uncni  LinHeT i [JapkHeT, koMmm'loTepHux 6a3 gaHumx Ta peecTtpis, A0
AKMX € oQilinHMiA  gocTyn, 3acobiB MacoBoi iHopmauii, BRNacHMX aHaniTU4HMX
AocnigKeHb KopucTyBadiB. Po3pobHukamm Ta agmiHictpatopamn cuctemun Oynu
npuvknageHi Bci 3ycmnns, wob 3abe3neuntv eqeKTUMBHI MeXaHiaMn Ta anropuTtMu
noLuyky iHcpopmaui,.

Pasom 3 uumm, HapaHa iHopmauia He Mae oiuinHOro craTycy i Moxe
BUKOPUCTOBYBATUCH TiSTbKMN SK ONOMDKHUI 3acCib Npun NPUNHATTI pilleHb KOpUCTyBa4YaMm
Ta IX opraHizauismMm, 3a $Ki pO3pOGHUKM | aAMiHICTpaTopy CUCTEMW HE HecyTb
IOPMOWYHOI BigNOBIgANbHOCTI.

YBara! KopucTyBayi MOBUHHI pO3yMiT i MaTu Ha yBaasi, WO ycsa iHdopMaLid, Ky
MOXHa 3HaWTM B CUCTEMI, HagaeTbca 6e3 XOAHOI rapaHTii NpPo npuaaTHICTb Ans
tOpPUANYHOro abo Byab-AKOro iHLWOro BUKOPUCTaHHS 3 Byab-SKOK METOH0.

Bu BukopucToByeTe iHGOpMaLiD, OTpUMaHy 3a AONOMOroH CUCTEMWU, Ha CBIN
cTpax i pUsuK.

OTtpumaHa iHgopMmauiss € CyBOpO KOHMIAEHUINHOW i He npu3HadeHa  ans
O3HaNOMIEHHS 3 Hel TPeTixX OcCib, fKi He € KopucTyBayamu CUCTEMMW, OnybrikyBaHHA
abo BMKOpPUCTaHHSA Y cyaoBux abo byab-sakux iHWNX po3rnsgax.

MMoniTMka BWKOPUCTaAHHS MOXe 3MIHIOBaTUCb agMiHicTpauieo cepsica, 3
060B’A3KOBMM nonepeaHiM nonepeskeHHsIM KOpUCTyBadiB.

BrkopucTaHHA cucTeMm KOpUCTyBadYeM O3HaYae 3rogy 3 LMK yMOBaMM.

AOmiHicmpauis cucmemu



